HITECH Breach Template

Complaint # (if
applicable for
ORR)

Covered Entity,
Name, Address,
Contact Name,
Contact Phone,
Contact Email, Type
of CE

BA Name, Address,
Contact Name,
Contact Phone,

Contact Email, Type

of BA

Breach Date

Approximate #
of Indiviudals
Affected by
Breach

Discovery
Date

Type of

Breach*
see key
below

Location of
Breach* see key
below




Health Plan Theft Laptop

Desktop
Health Care Provider Loss Computer
Health Care Improper
Clearinghouse Disposal Network Server
Unauthroiz

ed Access |Email

Other Portable
Hacking/IT |Electronic
Incident Device

Other Paper

Unknown |Other




Type of PHI
Breached*
see key below

Description of Breach

Prior Safeguards*®
see key below

Notice Date

Substitue
Notice
Required?

(Y/N)

Media
Notice
Required
(Y/N)

Action Taken in
Response to Breach*
see key below

Any Other Actions
Taken




Demographic
Info

Financial Info

Firewalls

Clinical Info

Packet filtering
(router based)

Other

Secure Browser
Sessions

Strong
Authentication

Encrypted Wireless

Physical Security

Logical Access
Control

Antivirus Software

Intrusion Detection

Biometrics

Security and/or
Privacy Safeguards

Mitigation

Sanctions

Policies & Procedures

Other




