A RESOLUTION ADOPTING A PRIVACY POLICY FOR WASHTENAW COUNTY'S E-
GOVERNMENT INITATIVE

WASHTENAW COUNTY BOARD OF COMMISSIONERS
October 17, 2001

WHEREAS, Washtenaw County began investigating E-Government in January of 2001
as a business tool to enhance customer service; and

WHEREAS, an internal task force was developed to determine the best method for
Washtenaw County to gain information on this initiative; and

WHEREAS, the task force educated themselves through site visits, professional
organizations that are experienced with E-Government methodologies and
implementation; and

WHEREAS, the task force developed a strategic plan to address the E-Government
initiative, which outlines the implementation of a County-wide E-Government initiative;
and

WHEREAS, Privacy is a major issue that local units are facing regarding E-
Government; and

WHEREAS, the County needs to adopt policies that will protect this initiative and allow
for successful implementation and provide protection to the information and security to
the technology infrastructure; and

WHEREAS, the E-Government initiatives will provide information and service delivery
24 hours a day, 7 days a week; and

WHEREAS, this matter has been reviewed by Corporation Counsel, Information &
Technology Services, the County Administrator’s Office and the Ways & Means
Committee

NOW THEREFORE BE IT RESOLVED that the Washtenaw County Board of
Commissioners hereby adopts the Privacy Policy for the E-Government initiative, as
attached hereto and made a part hereof



*“:uu”]'/,
5@% WASHTENAW COUNTY
%‘:‘i&? POLICY GENERAL OPERATIONS - VOLUME |
182%
TITLE: RESOLUTION | SUPERCEDE: | EFFECTIVE | PAGE OF
NUMBER DATE
Privacy for E-Government Initiatives 10/17/01

I APPLICATION:

This policy shall govern the County’s privacy for any E-Government Initiative.

. INTENT:

It is the intent of the Board of Commissioners to provide information to the users of the
Washtenaw County site on the collection and use of personally identifiable information.

. GENERAL POLICIES

1. Purpose

The purpose of this privacy policy is to inform users of the Washtenaw County site
with regard to the collection and use of personally identifiable information.

Definition of Personally Identifiable Information

For the purposes of this statement “personally identifiable information” means any
information relating to an identified or identifiable individual who is the subject of the

information. Personally identifiable information could include:

V. Name

V. Address

VI. Email address

VII. Telephone number

VIII. Credit/debit card information

Personally Identifiable Information on Casual Visitors Not Collected and Retained

Residents do not have to provide personal identifiable information to visit

Washtenaw County’s Internet Portal to read or print information. Government

agencies may request personally identifiable information from visitors in order to

provide specific services that they request. Any information collected for that

purpose would be only that which is necessary to provide those services and will be
handled, as it would be on an in-person visit to a government office.
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Some Unidentifiable Information Routinely Collected

In order to provide new services, design a more customer friendly site and facilitate
access to it, Washtenaw County uses statistical analysis of traffic on the site and

web trend software. Information that is not personally identifiable such as IP

(Internet Protocol) numbers, browser types and versions are collected and used for
this purpose. The site does not attempt to associate this data with information that is

personally identifiable.

Personally Identifiable Information Available On Governmental Web Sites

Information that is not confidential and is available during an in-person visit to a
government office may be posted for electronic access through Washtenaw County’s

Internet portal.

Use of “Cookies”

Some Washtenaw County applications may use “cookies”. A cookie is a small data
file that certain web sites write to your hard drive when you visit them. A cookie file
can contain information such as a user ID that the site uses to track the pages you
have visited. The only personal information a cookie can contain is information you
supply. A cookie is only a text file and cannot read data off your hard disk or read
cookie files created by other sites. Cookies can track user traffic patterns, recognize
your computer’s browser when you return and could provide personalized content

without requiring sign in. You can refuse cookies by turning them off on your

browser. The County will attempt to minimize the use of cookies. However, they
may be required to use some of the web applications on the County site.

Use of Constituent E-Mail Addresses

E-mail addresses obtained as a result of a request to the County site will not be sold

or given to other private companies for marketing purposes. E-mail or other

information requests sent to the County web site may be maintained in order to
respond to the request or to forward the request to the appropriate department.
Individuals may be able to receive updates on issues important to them, but only if
they choose that specific service. By choosing that service they do not automatically

choose other services. Should they subsequently choose not to receive such

informational updates via email they can remove themselves at any time.
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Data Security and Quality

Washtenaw County is committed to security and accuracy of personally identifiable
data that is either available from or collected by governmental web sites, and has
taken reasonable precautions to protect personally identifiable information from loss,
misuse or alteration. The County maintains security standards and procedures
regarding unauthorized access to customer information to prevent unauthorized
removal or alteration of data. The County is dedicated to the right of citizen privacy
and data security on the web. The County shall provide its users with a secure
online experience by using a variety of security measures to maintain the safety of
personally identifiable information. All user information shall be contained behind a
“firewall” and only accessible by a limited number of employees who have special
access rights to production systems. Password and credit card numbers shall be
encrypted in a secure database located behind the “firewall”. All sensitive/credit
information supplied by users shall be transmitted via a Secure Socket Layer (SSL)
technology and encrypted in the database.

Any third parties responsible for this information are committed to the same
principles, and also are required by contract to follow the same policies and
guidelines as Washtenaw County in protecting this information. Unless otherwise
prohibited by state or federal law, rule or regulation, the individual has the right to
have personally identifiable information that is inaccurate corrected.

Passwords and ID’s

In some instances, the user may be required to receive or create an ID and
password to access or submit personal information or to complete certain
transactions.

Non County Web Sites

Various Web sites may be linked through the Washtenaw County Internet Portal.
The links that appear on this web page are solely for the information of a reader of
the page. Washtenaw County does not endorse any particular viewpoint that
appears on any web page that appears as a link on this page. Washtenaw County
makes every reasonable effort to assure that it does not link directly to web pages
that contain obscene, scurrilous, or otherwise objectionable material. If you
encounter objectionable material on this page or on any linked page, please notify
the Webmaster of this site immediately.
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Online Profiling

Online Profiling is the practice of aggregating information about residents’
preferences and interests, gathered primarily by tracking their movements online,

and using the resulting citizen profiles to create targeted content on Web sites.

Washtenaw County does not conduct or participate in online profiling.




